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«t Job Opening: Cyber Security Consultant

We are hiring for the position of Cyber Security Specialist at
our Head Office in Sector 48, Gurgaon.

Job Title: Cyber Security Specialist — Information Security &
ISO Implementation

Location: Gurgaon (Work from Office)

Department: Information Security / Audit & Implementation
About SIS Certifications

SIS Certifications Pvt. Ltd. is a globally recognized and
accredited certification body, operating in more than 50
countries with over 10,000 certified clients. Accredited by IAS
(USA) and UAF, we are known for our ethical practices, global
compliance expertise, and technical excellence.

We serve a wide range of industries including IT,
manufacturing, logistics, education, and government

organizations.

Role Overview

We are seeking an experienced Cyber Security Specialist to
conduct audits, assessments, and implementations of
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information security systems based on NIST frameworks and
relevant ISO standards (e.g., ISO/IEC 27001, 27002, 27701,
22301, 20000-1).

The candidate will work closely with client organizations to
evaluate their cyber security posture, identify vulnerabilities,
and design or recommend controls that align with
international security best practices.

Key Responsibilities

e Conduct cyber security audits and risk assessments of
clients’ IT infrastructure and information systems.

e Evaluate organizational compliance with NIST
Cybersecurity Framework (CSF) and ISO/IEC standards.

e Design and implement information security
management systems (ISMS), including policies,
procedures, and controls.

e |dentify gaps and recommend improvements to meet
regulatory and compliance requirements.

e Coordinate with clients to close non-conformities and
improve system resilience.

e Support vulnerability management, threat assessment,
and incident response planning.

e Provide consultation for certification readiness and
participate in internal technical reviews.

e Maintain up-to-date knowledge of emerging cyber
threats, standards, and best practices.
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Required Skills and Competencies

e Strong understanding of NIST Cybersecurity Framework,
ISO/IEC 27001, ISO 27701, and related standards.

e Experience in information security auditing, risk
assessment, and implementation.

e Knowledge of network security, cloud security, data
protection, and system hardening.

e Proficiency in vulnerability assessment tools and incident
response frameworks.

e Good communication and client coordination skills.

e Relevant certifications preferred (any of the following):

e [SO/IEC 27001 Lead Auditor / Implementer

e CEH /CISA / CISSP / CompTIA Security+ / NIST
Cybersecurity Specialist

Qualifications

e Bachelor’s or Master’s degree in Computer Science,
Information Technology, Cyber Security, or a related
field.

e Minimum 3—6 years of experience in cyber security
audits, implementation, or consulting.

e Experience working with ISO certification bodies or
consulting firms preferred.

Work Mode
Full-time | Work from Office (Gurgaon)
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Why Join SIS Certifications

e Work on global information security projects with
diverse industries.

e Exposure to both ISO certification and cyber security
consulting environments.

e Collaborative and professional culture that values ethics,
compliance, and innovation.

Q Location: SIS Certifications Pvt. Ltd., Sector 48, Gurgaon
(Head Office)

If you or someone you know fits this profile, please reach out
or share the resume with us.

R Contact: +91 93152 05175

Email: trainingl @siscertifications.com
hr@siscertifications.com

Renumeration- 6 lakhs to 8 lakhs per annum
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